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1. OAuth 43

1.1. OAuth & 4

K E OAuth 1 F I fif e -

An open protocol to allow secure authorization in a simple and standard method from web,

mobile and desktop applications.

OAuth is a simple way to publish and interact with protected data. It's also a safer and more

secure way for people to give you access. We've kept it simple to save you time.

KM EAE OAuth & —FOT AP, DS IFEFr B 21 BS (1) Web NI T
AR R, ARER DT LU R E A RN APL S . OAuth & — KA I 5 2 fRe
B 22 BT BTV e IR — AN A R 75 2 AT L PR KR Y ] SRS 20 J A I
[P

7 B PR U, OAuth At 35 =7 F . AT DL R R AL A F R3E 1R ARk 52 65 RE % Uy
I PR AEBE A FR R B DR 5D . 1R weibo. QQ. VAT ML #ERHE T OAuth IR%5
$eft OAuth JIR 55 (11 st — A AR 2 FFI) AP, 35 =T7 N F A FHIX L8 API SKFF R ABAT]
RIREF AR P A E 2 I ZhEe, (B, ZH P FEAE A 858 =7 B I ik, IX 882 =75
RIEFH 2R U5 T FH P B A S BE AR, v A, 2450 = I ST S F (I, FRATTAS
RELE SR =75 N FH 8 R — NPT AE R () PP A (K B, ANIRER =7 (0 L P A P )
H253RH T, FTEL, OAuth Bl 2 ke 21— U, 1k SRS IX AN 35 = J7 N T DA EEAL
B, SRJE, XMAURBEAIC T RAFAESR AL OAuth iR IMmh £, Ff1a) 55 =77 N & Al —
ANMZAL token, TR =J7 MR ATE I XA token SKERIESH Pk S I ThRE AEUERS, i
i/ < AT

RESRE AN RBARAE LR, R S R Rt (s $E4E OAuth k55, o
=7 B S5 AR 0 REK 5 AR 55 B S A SR 34, 1R OAuth 4R (75 4%
B, 24 OAuth F2 4757 8] Fl 7 A BIRAL, 245 T 58 =5 i 55— L IR SO T L AR R A
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1.2. OAuth 2.0

OAuth 43 A OAuth A2 OAuth 2.0. OAuth Core 1.0 flA K Ai T 2007 £ 12 A 4 H,
T AELE T 231 52 15) Bk (session fixation attack) 2%, 2009 4F 6 H 24 HkAi 7 OAuth

Core 1.0 Revision A A . #Z&AE 2010 4F 4 H, OAuth BN T RFC #r#E:  RFC 5849: The

OAuth 1.0 Protocol.

OAuth 2.0 B2 JELE 2010 4F 5 AWILE IETF KA. OAuth 2.0 & OAuth FHX I F—
WA, (HANTA) J5 345 OAuth 1.0, OAuth 2.0 Sy P & 3 1 181 &5 Pk 5 [RIBT y Web 3% H
SLH N AT, AR E S AR AL T T VGERFE . MIEIETE IETF OAuth TAEAHMIIF &

th, %8 Eran Hammer-Lahav ]335, OAuth T 2010 4K 52 .

OAuth 2.0 FBHESL FE V55 =5 B FHRE P ARS8 € HTTP AR 55 10 BRI 07 A AL PR o

13. WX B HtE

OAuth I #Z B A W Fh 5 =X, FW R AWM 7, 45 2 Authorization Code

(response_type=code) 5 Implicit (response_type=token).

Authorization Code J5 FIZ A H.:

E3 ==

i131°)

P>
EEHEN
<
PR
>
< HERRE=7 , iBElcode
iMkaccesstoken
>
B [Elaccesstoken
<
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5 Implicit 75 AR B

1131e]

[BlERN
PP

HEmEIE=7 , iB[Elaccesstoken

2. OAuth 5 OpenID &R T HiFH
2.1. imAEZME5®E

P5 Cnet RIE, FrnPrEyEsE T K% 1740 Wang Jing HIfE+E4, KILT OAuth Fl
OpenlID JFE & 5% T HM “BaicsE & M~ IR (Covert Redirect)

XA] T BB O — A Sl R B B R O —— AR A — AN
A —— A5 R E R A AT NG R .

%T OAuth Al OpenID #) ¥z H T % K A" ——f#k. Facebook. Google. Ll A&
LinkedIn——Wang F~fth B4 X A & B4 TR,

Wang 75 FK, EKESAH TEE, HEINESZEHEES =T RE, MARZAH
(1) B A5

Facebook t3&7, “RMIAITLIEE M TE BIZ A M B R TR, RA5iafE s> N
R aRMAA 8,

% T Google, THIT%A A £EEE OpenlD H[A@E; 1fi LinkedIn M7 FR AR TRTE 1K

A B — [

% R B httpd/digi.163.com/14/0503/08/9RACIBKI001620UT.html ,  J& % 3¢ fiit

http://www.cnet.com/news/serious-security-flaw-in-oauth-and-openid-discovered/
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2.2. im 15 EA

HETREIN AU, WA HIE OAuth IXAMIMIA S, IXANWMUA & 2 A
R, 2 BT AEAE 1) RN A A ™ i S R T SOk, RSB T TR

I /R SR R E T OAuth (R (L7 324 OAuth B2AUL FE Fh %A X R I URL #EATAR S,
NI 5 S0AT DL IR AR A AR 8 e m1 ) URL, L FE7E X6 [R1 URL HEAT 1 RS (1750 1T LA 5%
e FIAXM URL 56 EE XSS i, 7T EAIREX A R AL token, f& 5 2 H Az K 5
R BACRAE T SCHEAT 70 #

PB4 AR LR R IR, JFIERE 55 AR T EAT UM PP Ak A E H
BT RIROE, #ubSRApAar, B URL RIGFIR SO IR B 6 o8 b
%o
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3. mmmBE. FRARESE
3.1. imiEFI A

#5r OAuth 2.0 FREEAS A1 URL ZEATRLES HL 250 AT DA S T L T, FRZ AT B
RIS RO, P AED I T R ISR U 5, A RAERE OAuth A i 243k
[ 71y token, JEIS token FJ DASE I it % F 7 ) 58 =07 B2 FH 83 /2 1 T OAuth 42 6L API ik
ITARSEERAE, SIEIRELE OAuth $RAE T VE M ROAR S BRI &5,

3.1.1.[F8 URL £ &K1

AR URL B AT, R %0 T LB B ml M ) URL D9 Fa R IIAER URL,
BIAr ALk 2 A XSS

-

http://passport.xxxx.cn/oauth2/authorize?response type=code& redirect uri=http://www.baidu.co
mé&client id=10000& theme=coremail

LTI

/?error=redirect_ur_mismatch&error_description=redirectURI[http%3A%2F%2Fmail.cstnet.cn%%2Fcc Q n |l

NT ¥| = @ SQL- XSS~ Encryption- Encoding- Other-
J Load URL h‘l:lp:,-’fpassport.-.cdfoauthﬂauthorize?response_t_vpe: codedredirect_uri=http:/fwww.baidu.com8client_id=10000&the
split URL

Execute

[] Enable Post data [| Enable Referrer

90
Bai®SE

HE Mo MR HiE EE BEE WS #E

[
3.1.2. Bl AR IE St
H5r OAuth #2457 ZE 4T B R URL BREG J5 A7 AE R Seid (175 1.

-
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http://passport.xxxx.cn/oauth2/authorize?response_type=code&redirect_uri=http://www.baidu.com&client_id=10000&theme=coremail
http://passport.xxxx.cn/oauth2/authorize?response_type=code&redirect_uri=http://www.baidu.com&client_id=10000&theme=coremail
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https://api.xxx.com/oauth2/authorize?redirect uri=http%3A%2F%2Fwww.knownsec.om\.www.zhi
hu.com%2Foauth%2Fauth%2Frequest token%3Fnext%3D%252Foauth%252Faccount callback
&response type=code&client id=30638

ARBEAT GBI URL $27m 5 R
|

redirect uri is illegal(100010)

geid J5 JE 1B 20 URL 56 2l

3.13. M AL =SNARE

RIS E TR A e BT S i — R B0, B8 OAuth 324807 A xSRI URL IR
BREEHEAT RS, IR URL AR S I I 91 R URL AR, (HSCBR 2z F i —
MFEAE URL BEHCIRTA Y URL, il AT AR & % B9 @ 0T, i al ASE Bl URL FORL S
I

LuE

https://api.xxx.com/oauth2/authorize?client id=204649& response type=token& redirect uri=http
%3A%2f %2f passport. xxxx.com%2f user%2f crossdomain%3Fact%3Dlogout%26return _url%3Dhtt

p%3A%2f %o2f www. Knownsec.com

)1&;?3&]@@;125&;@5?&% T w:.s..f| +| )

= & SQl- XSS+ Encryption- Encoding- Other-
& LoadURL https:/apilllllom/oauth2/authorize?client_id=JMMMMMO&:response_type=tokenBuredirect uri=http%3A%2{%2fpassport JIcom32fusers2fcrassdomai
962fwwwknownsec.com

% spliturL |
¥ Execute

[] Enable Post data  [*] Enable Referrer

2access_token= | &5+ 1 bHS cnaCafemind_in=77090808expires in=770¢ @ -~ [l ~ x| B~ Google <Cirl=k>

€ | @ [wwwdnownsec.co

L =
=2Em WRAE BRRR(] a¥sr §FiEnE SaEs
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https://api.xxx.com/oauth2/authorize?redirect_uri=http%3A%2F%2Fwww.knownsec.om/.www.zhihu.com%2Foauth%2Fauth%2Frequest_token%3Fnext%3D%252Foauth%252Faccount_callback&response_type=code&client_id=30638
https://api.xxx.com/oauth2/authorize?redirect_uri=http%3A%2F%2Fwww.knownsec.om/.www.zhihu.com%2Foauth%2Fauth%2Frequest_token%3Fnext%3D%252Foauth%252Faccount_callback&response_type=code&client_id=30638
https://api.xxx.com/oauth2/authorize?redirect_uri=http%3A%2F%2Fwww.knownsec.om/.www.zhihu.com%2Foauth%2Fauth%2Frequest_token%3Fnext%3D%252Foauth%252Faccount_callback&response_type=code&client_id=30638
https://api.xxx.com/oauth2/authorize?client_id=204649&response_type=token&redirect_uri=http%3A%2f%2fpassport.xxxx.com%2fuser%2fcrossdomain%3Fact%3Dlogout%26return_url%3Dhttp%3A%2f%2fwww.knownsec.com
https://api.xxx.com/oauth2/authorize?client_id=204649&response_type=token&redirect_uri=http%3A%2f%2fpassport.xxxx.com%2fuser%2fcrossdomain%3Fact%3Dlogout%26return_url%3Dhttp%3A%2f%2fwww.knownsec.com
https://api.xxx.com/oauth2/authorize?client_id=204649&response_type=token&redirect_uri=http%3A%2f%2fpassport.xxxx.com%2fuser%2fcrossdomain%3Fact%3Dlogout%26return_url%3Dhttp%3A%2f%2fwww.knownsec.com
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3.14. KIS BN A ERER

BBy 5 =7 M AR ARG FE d K At state L4075 access token #2U A [1H URL, {HAZ&
K> OAuth #2477 Hoxf [EiH URL, BEIZ% redirect_uri MME AT, #ial LS E B % 0] LA

BRI R URL, A0S 300 8

b e emem e ey e
oad URL h‘tlps:ﬁapi_:om,.l’oauth2{authorize?c|ient_id=_lqredirecl_uri=h‘ttp:f{oauth._cci&state=-—http:,.l’,.l’www.knownsec.com
split URL

Execute

[7] Enable Post data || Enable Referrer

@ [ knownsec.com/?vender=sinafuid =[ID>128access_token= I 05|01 &cxpir &) ] x - Google <

C:KNDWNSEC BASE BERN a%ss FESs  =oEs

2009:

315.%dHARN

1. redirect_uri=http%3A%2F%2Fwww.a.com?www.b.com
2. redirect_uri=http%3A%2F%2Fwww.a.com\.www.b.com

3. redirect_uri=http%3A%2F%2Fwww.a.com:\@www.b.com

Hodr www.a.com A B H2UK token T, www.b.com A5EZFR[E1 1 URL
3.2.mERE
3.2.1.URL ki

SR AT LA FH 12 [ RUR) 3 AH 5< A #8154 17 10 AT 3 RGP ™ BRI 540 53 B 5%
MRIAKEE

3.2.2.APIfH

PR Dy B e mT DL A 45 () SRR (A S 3 A token, W7 LA IS token i 1] OAuth 2
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BT R AP JPEBHAT G IR, BRI P B0RE, ORI AESE (i AP i

A\ PAZ% http://wiki.open.gq.com/wiki/AP1%E5%88%97%E8%A1%A8 ) .

- D
hacked by @cnFooying

hacked by @cnFooying
' ed=| |

o, -
J% hacked by @cnFooying
) ] 17 I

— - gl

hacked by @cnFooying

el
m I

il hacked by @cnFooying

Ed=l |
3.2.3.CSRF

HIH CSRF 5 XydbAT R sy, 7T LAZRECEI 7 1 token, #RJ5{#H] token i FIAH ST
JBCF B 1 AP I, 6 2R =T B SR L (R EAT AR SR 3RAE

XA MR w] DA 12 1) R 3 e HEAT 4 L A R AR TR R R
JUK S AT R R R A

WEzEE LEE  LEE0R  WERE T

HHEEFHLE S SRR A\ #3E?

E BBET. BA h‘ %

v WE-MRELRH:
EHFRASASTT, B FHSTEHEaNLRE: GREFENAR? REEORT-T, A8 AR
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4. ImiRR

LS FE AR B A OAuth 2.0 F b HEAT BRI A, R IS A [ RE RE HOA7AE LA B FY

i) 7L

OAuth #4775 [B1 1 URL &2 % B F A S8 =75 M AR H

BRI & & 2 (B8
HE v o AR

i T & & 7 (BB
360 & AR AR

T 0o A = =

AUNL & & AR
e & & AR
K & &

I & &

9 23 i 1 & &

MIRERTT UL Y, R T A LSRR AR BEAT I R4, HAb# A7 AE 7, 10 HoAr LA 20 [a]
T URL #BCA BEATRLES, 100 B3 URL BEAT RS 1 AT DA Seid
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5. i RISE
5.1. OAuth 32 f#t /5

4. X redirect_uri FEAT A ERARIGUE, &EG URL B 1EOL

5. 4L state B EIS:

6. EIRIREL s KAE

7. 3KHL access_token, ilF App secret
8. [\l URL #EAT B0 55

9. JNuk redirect_uri MiF, WLt

52. HEAR

X IE A R, SR A R, IR A T AT SRR IE URL (Y
ilel, FrUAEEGR AR URL S E R ARG, 2R LT LA

1. REREEIEREE =J7 M

2. ANEYTIRASHIRES FOBERE, 1 (0 AN %2 e T e fR) 2 Bl 4 £ 4 Uy 5k

1TH
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Bt 5%

1. http//mwww.cnet.com/news/serious-security-flaw- in-oauth-and-openid-

discovered/

2. http://homakov.blogspot.com/2014/05/covert-redirect-fag. html

3. http//dannythorpe.com/2014/05/02/tech-analysis- of-serious-security-flaw-

in-oauth-openid-discovered/
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