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FRA b
F—fR o 2015/1/12 B4 H—A5E K.

2. TminBEE

2014 4F 10 H 3 H, EAh4mF50 51 Joshua J. Drake £t github Chttps://github.com/jduck)
FEAZ T X AN B 2% 1 — AN RE Ay 2 PATIRIF poc Chttps://github.com/jduck/asus-cmd) . 1%
Tl B J5 4 45 2 CVE-2014-9583 .

RO 5 5 2 DA FE 55— WL 22 A7 R 47 T B34
a) iR

AET % A R R A Hh 2818 B R UREK FH 2% R 48 Asuswrt (https://github.com/RMerl/asuswrt-me
rlin), FFIRACHS S FATBE 5 Ml 7 s RAR 2 058, AR 0 #re 78 Asuswrt HPAEFE infosv
r Chttps://github.com/RMerl/asuswrt-merlin/tree/master/release/src/router/infosvr) #EF2, ZidkFE M
WifF 0.0.0.0 IP I, WEWrAHLATAT IP [¥) 9999 UDP i [, Infosvr [ & FIFAHLEIA 5242, 7F info
svr ALBEFH P IR A BRI A E S I uE, T HAH T system() & BT IR, &
BOm A% dr AT IR

b) RN

¥ Joshua J. Drake 7£ github (4T, SZEZMIRRA U T :

Router Firmware Version Verified By
RT-AC66U 3.0.0.376.2524-g0013f52 Joshua J. Drake
RT-N66U 3.0.0.4.376_1071-98696125 Friedrich Postelstorfer
RT-AC87U 3.0.0.4.378 3754 David Longenecker
RT-N56U 3.0.0.4.374 5656 @argilo

AL, FFUR 198 R Asuswrt I SR BT AT H BRBRORAL AU T
P28 R 572 R
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https://github.com/jduck
https://github.com/jduck/asus-cmd
https://github.com/RMerl/asuswrt-merlin
https://github.com/RMerl/asuswrt-merlin
https://github.com/RMerl/asuswrt-merlin/tree/master/release/src/router/infosvr
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® RT-N16

® RT-AC56U
® RT-N66U
® RT-AC66U
® RT-AC68U
® RT-AC68P
® RT-AC87U

c) iR HT

(NP

https://github.com/RMerl/asuswrt-
merlin/blob/34b5933112d7164h68add63fee63f007a0569309/release/src/router/infosvr/infosvr.c

EACHD 162 474k, infosvr 485EF] 7 0.0.0.0 IP [ 9999 UDP ¥ [ F, & :

bhrerof{char #*)&serv_addr , sireofi{serv_addr));

163 sery_addr.sin_family = AF_INET;
serv_addr.sin_addr.s_addr = htonl{IN&DDR_&NY;
sery_addr.sin_port = htons(SRY_PORT);
int flag=1;
setsockopt (sockfd, SOL_SOCKET, SO_REUSEADDR, f(char *)&flag, sizeof(flagl);
| if (bind{sockfd,{struct sockaddr *)&serv addr , sireof(seryv addr)) < @)
i

PRINT("can't bindin"};
perror("ERR:");
exit(@);

TEARRY 186 1T 4L, infosvr Xf £ N 1% SR 22 45 processReq() B ab £, 4nf&
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w
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https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/infosvr.c
https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/infosvr.c

c KNOWNSEC
3 M oE 8 F SCRYARR: SRR B A2 0099 B L1 FE Ay S HUAT I S0 VL

>

while (TRUE)
177 1
int res;
fd_set Fdwar;

FO_ZERQ{&fdvar);
FO_SET{sockfd, &fdvar);

tw.tv_sec = 2
tw.tv_usec = @;
res = selecti{ sockfd + 1 , &Fdwar , HULL , MULL , &tw);

if (res == 1)
{
i printfi{"got packetin");
I processReq{sockfd); I

ProcessReq() Bk 1 D ge sk /& B2 ie 512 G R & s, JREARS 227 1T iE R L4
processPacket() ER A AL EE, G

int processReqiint sockfd)

i

i IBO¥_COMM_PKT_HDR*  phdr;
int f#ilen , 1Res , iCount , */1Rcwv;
int fromlen;
char *hdr;
char pdubuf[INFO_PDU_LENGTHI;
struct sockaddr_in  from_addr;

mems et {pdubuf, @, sizeof{pdubufi);
FYPRINT{"Enter processReqgin");
if [ waitsock(sockfd , 1 , @) == @)
i

return -1;

fromlen = sizeof(fFrom_addr);

JfReceive the complete PDU
iRcw = RECYW(sockfd , pdubuf , INFO_FDU_LENGTH , (struct sockaddr #*)&from_addr , &Fromlen , 13;

if (iRcw != INFQ_PDU_LENGTH)
{
closesocket (sockfd);
return (-1%;

hdr = pdubuf;

| processPacket (sockfd, hdr); |
i J++
closesocket (sockfd);

*f

processPacket() i £+ 3014
b EnE O 515 BEARGR A A
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https://github.com/RMerl/asuswrt-
merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/common.c

processPacket() bk /e AURS 202 1744 512 55 117 3K B (pdubuf 775 F8 ) 5% e ik

IBOX_COMM_PKT_HDR £i#4 (phdr), i an RAR M A, 75 L% Eds 25 1ok

EHEE, WA

char *processPacket{int sockfd, char *pdubuf)
i
IEQY_COMM_PET_HDR  *phdr;
IEQY_COMM_PET_HDR_EX *phdr_ex;
IEQY_COMM_PET_RES_EX *phdr_res;
PET_GET_INFQ *ginfo;

#ifdef WAVESERWER Fioeric+s
int fail = @;
pid_t pid;
DIR *dir;
int fd, ret, bytes;
unsigned char tmp_buf[15]; /7 Sproc/ Rl
W5 _TIWNFO_ T *wsinfo;
#endif
Fr#ifdef WL70aa
STORMGE_INFO_T *st;
JSitendif
i int i;
char ftype[8], prinfo[l28]; /% get disk twpe *7
int free_space;

#1f defined({RTCONFIG_WIRELESSREPEATER) || defined({RTCONFIG_PROXYSTS)

char tmp[l@@], prefix[] = "wlXO0000000000";
#endif
| phdr = (IED¥_COMM_PET_HDR *)pdubuf; |

phdr_res = (IBO¥_COMM_FKT_RES_EX *)pdubuf_res;

IBOX_COMM_PKT_HDR £5 478 301«

https://github.com/RMerl/asuswrt-

merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/iboxcom.h.wirele

sshd

IBOX_COMM_PKT_HDR £5#7EARHD 81 47 4k 3, -
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https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/common.c
https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/common.c
https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/iboxcom.h.wirelesshd
https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/iboxcom.h.wirelesshd
https://github.com/RMerl/asuswrt-merlin/blob/34b5933112d7164b68add63fee63f007a0569309/release/src/router/infosvr/iboxcom.h.wirelesshd
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FfPacket Header Structure
typedef struct iboxPET

1
EYTE Servicell;
B%TE PacketType;
HWORD OpCode;
DWORD Info; ff Or Transaction ID

+ IBO¥_COMM_PKT_HDR;

REEHE N A IR TR ) SR B AU X3, 75 2583 common.c SCEHAAS 207 AT Ak K if HIr,

phaf = (IBO¥_COMH_PET_HDR *1pdubuf;
phdr_res = (IBOX_COMM_FPKT_RES_EX *)pdubuf_res;

i fprintf{stderr, "Get: %x %x %xwn", phdr->ServicelD, phdr->PacketType, phdr-:0pCode);

if (phdr->ServicelD==HET_SERWICE_ID_IBO¥_INFD &&
phdr->Packet Type==NET_PACKET_TYPE_CHD)

i

B LA, FRATTEE R i Buahi AR () | PR 45 49 J3ll 9 B NET_SERVICE_ID_IBOX_INFO il
NET_PACKET_TYPE_CMD f{i, El: \XOC\x15 (& 12 F121) .

FfPacket Type Section

#define NET_SERVICE_ID BASE 1@
#define NET_SERVICE_ID LPT_EMU NET_SERWICE_ID EASE + 1
#define NET_SERVICE_ID IBOX_INFO NET_SERVWICE_ID_BASE + 2

FiPacket Type Section

#define NET_PA&CKET_TYPE_B&SE 28

SN 2L NET PACKET TYPE_CHD NET_PACKET_TYPE_BASE + 1
#defin By T_PACKET_TYPE_RES NET_PACKET_TYPE_BASE + 2

k2| common.c SCHARES 222 474k, infosvr 153 B 1% & A BE J5 BETAT system() & £ A0 )
BHRMAZI, BEWIE. ZAEZHH T MAC IRAE (fRRY 227 474b) FIZEFLIGE, AidAS
HIONT AL IGAEARRD ByE RBE b T (ARAD 240 1T40) , TIERX MAC S IE ARS8 TR Botk
A, .
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if (phdr->0pCodel=NET_CHD_ID_GETINFO A& phdr-»0pCodel=NET_CHD_ID_GETINFO_MANL)

i

phdr_ex = (IEQ¥_COMM_PKT_HOR_EX *)pdubuf;

Ff Check Mac Address

if (memcpy(phdr ex-:>MacAddress, mac, 6)1==@)

{

_dprintf("Mac Error ¥2x%2x%2x%2x%2x%Ixn",
{unsigned char)phdr_ex->Hachddress[@],
{unsigned char)phdr_ex->Hachddress[1],
{unsigned char)phdr_ex->MacAddress[2],
{unsigned char)iphdr_ex->Hactddress[3],
{unsigned char)phdr_ex->Machddress[4],
{unsigned char)phdr_ex->Machddress[5]
1
return NULL;

T

F5 Check Password

FA1F (strempiphdr_ex->Password, "admin')l=@)

et

i phdr_res->0pCode = phdr->0pCode | NET_RES_ERR_PASSHORD;

i _dprintf({"Password Error ¥siyn", phdr_ex->Password);

i return NULL;

Fiy

phdr_res ->Info = phdr_ex->Info;

memcpy {phdr_res-zHactddress, phdr_ex-sMachAddress, 6);

T

IR, FHEE 512 7 8¥E pdubuf #4465 TBOX_COMM_PKT_HDR_EX #(#i 45 #,
IBOX_COMM_PKT_HDR_EX ZE#4 L& T MAC FR AL 7B, Wn&l:

typedef struct iboxPKTEX

1
E%TE Servicell;
E%TE PacketType;
HORD OpCode;
DHORD Info; ff Or Transaction ID
B%TE HachAddress[6];
E%TE Password[32];

+ IBOY_COMM_PKT_HDR_EX;

I MAC BeilE A2 R? BIATE common.c SCHHAUIT 227 174k, A4HS 5 & 4E
MacAddress fJ6T 6 545 4% UL 5] T 574041 mac &b, JE 46 6] mac S 034, R o,
FTLA 286 TESE AT AT AL, 1
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|if (memcpyiphdr_ex->Machddress, mac, 6)==2) |
i

_dprintf("Mac Error S2x%2x%2x%2x%2x%2x0n0",
{unsigned chariphdr_ex->MachAddress[@],
{unsigned char)phdr_ex-rMacfddress(1],
{unzigned char)phdr_ex->Machddress[2],
{unsigned chariphdr_ex->MachAddress[3],
{unsigned char)phdr_gx-rMacfddress(4],
{unsigned chariphdr_ex->MacAddress[5]
IH

return MULL;

RIESS DA ] e 2 A8 mememp()pR %, SRS 17, AT

kel ATE, 7£ common.c SRS 251 47 AbiE N switch() B E AT BL, %1 XA 7] OpCode
PAT AR 7324885, 17724 OpCode & NET_CMD_ID_MANU_CMD #8185 (k] 51, +5
i 33) B, A BEPAT system()eREARED, FTLL, FRATE R E BUARED 1 HT DY 1N
\XOC\x15\x33\x00, N[ :

251 switchiphdr->0pCode)
i
case NET_CHMD_ID GETIMFO_MANU:
i case NET_CHD_ID SETINFO:
_dprintf{"NET CHD GETINFO_MANUYA"); ff tnp test

ginfo={PKT_GET_INFQ *){pdubuf_res+sizeof(IBO¥_COMM_PET_RE=));
memset {ginfo, @, sizeof(ginfol);

| case MET_CMD_ID_MAMU_CHD: |
i

#define MAXSYSCMD 256

char cmdstr[MAXSYSCHD];
PET_SYSCHD *syscmd;
PET_SYSCHMD_RES #syscmd_res;
FILE #fp;

printf{"1l. NET_CMD_ID_MAHU_CHMD:yn"3;
_dprintf{"2. HET_CHMD_ID_MANU_CHMD:\n"3;
fprintfistderr, "3. HET_CHMD_ID_M&NU_CMD:Wn");

syscmd = (PKT_SYSCMD *){pdubuf+sizecf{IBOY._COMM_PKT_HDR_EX));
sysemd_res = [(PET_SYSCMD_RES #)(pdubuf_res+sizeof{IBOX_COMM_PKT_RES_EX));

if (syscmd->len>=MAXSYSCHD) syscmd->len=MAXSYSCHD;
syscmd-remd[sysemd->1len]=0;

sysecmd-rlen=strlen(syscmd->cmd);

fprintfistderr, "system cmd: %¥d %swn", syscmd->len, syscmd->cmd);

7t common.c 324+ NET_CMD_ID_MANU_CMD 7S 1, ALHY 440 4T HACHSHE pdubuf
% 2: IBOX_COMM_PKT_HDR_EX &5 M %#, Tl 7 #4 ik PKT_SYSCMD 2544, 1€ N
AHATHIE, PKT_SYSCMD &5t fA .

typedef struct iboxPETCmd
!

BY¥TE len;

BYTE cmd[488];
+ TEQ¥_COMH_PET S¥SCHD;
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&%, £ common.c SCHEAUHY 514 474k, sysemd 45 #4H emd BB B 45 emdstr,  7ZEACHD
515 474k, cmdstr {E A 4 system() AT, WA

#endif

sprintf{cmdstr, "%s > jtmpssyscmd.out", swscmd-zcmd);
system{cmdstr);

fprintf{stderr, "rund: %=.n", cmdstr);
fp = fopen(" tmpsEvseEmd. out", "r");

d) imREM
R IR I K A

http://www.exploit-db.com/exploits/35688/
B AE YR T SR A

http://dIsvr04.asus.com/pub/ASUS/wireless/RT-AC66U/FW_RT_AC66U_30043763626.zip
binwalk fift ST

root@localhost: ~/router/asus# 1s

root@localhost usH ur
Archiv FlW_RT_ACE

Checksum:

ignatures:
HEXADECTMAL DESCRIPTION

ittle endian E = = size: 2 bytes, CRC 4 flags: B6x8, version: 1

L7MA compressed data, properties: 8x5D, dictionary size bytes, uncompressed size

asus# s
trx
asusé 1s _FW_RT_ACE6U_3604 trx.extracted’

root@localhost:~froutersasusé CD _FW_RT_ACE6U_3664: .trx.extracted/squashfs-root/
CD: command not found

is# ed _FW_RT_ACE6U_3 .trx.extracted/squashfs-root/

.trx.extracted shfs-rooté 1s

i trx.extracted/squashfs-root#

BANIEAT, K.
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niubl@ubuntu: Jopt/router/asus/squashfs-root 231x30

niubl@ubuntu: ~ 231x29

Yoty infosvr #2/7,  WIK:
TindowsisystemIZicad. exe

[« |
C=“Users niubl“Desktoprc:=~python33~python.exe 35%688.py 192.168.198.149 “cat /etcl
Apasswd”’
Traceback (most recent call last>:
File "3%688_py". line 6. in <module>
data, addr = sock.recufrom(512)
zocket .timeout: timed out

C:\Users niubhl~Desktop>_

AT HEZh, A .

JEHRE G FE B BEARA R A 3510 1T
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niubl@ubuntu: fopt/router/asus/squashfs-root 231x30

niubl@ubuntu: ~ 231x29

e) imAiEE
YR 2% 245 Asuswrt ©248 2015 4 1 A 10 B A2 E TIRIA, BERIFANIEEEHE
VERERE T il i A $AT TR P SR 43, e

#1f @ /f Wulenrable code

PERGUE 5 A HE B S T4, AR BB R TR B R DA N B SR AR A S TR
LRSS

http://www.asus.com.cn/Networking/Wireless Routers Products/

Fltn RT-AC66U B4 5 B8 1 2% 2015 4 1 H 12 SHEH BT A, K.
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€& @ wwu_asus, con. en/Hetrorking/RIACEEU/HelpDesk Donnload 22 mise~ BTN e\@ &~ |[E-5E covr PliB ¥ & &~ =
=]
RT-AC68U EREEE SRl SREE P EssiEd

| WhiRR & TRk J

LHEs MO AN T RIS S - SHAPE - ETEEREE . ZRGEMETH  SLESRRATARNAS - Rtz
TR e Akamal TR EI23% (DLM ) A0BTHF ( P2P ) #:T %

RIS R ‘ Windows 7 Gabit - ‘ & THERO
g hawms
Q)

s Wi E a8t st 24 Tt T
O Bn R8T 3004578 sTRUSFIACEY BRITE  wwindows 640 3172 201011 X r
O ERRE R B o B e MBytes

SETEwERDEE20S
FheEE 2ASUS RT-ACGEL FH AR 2015/01/09 3 -
] aEkE 3.0.0.4378 3348US RT-AC58Y Widona76dkit | 9177 +
© Taichi VIP Service [EE] iR T oS Y/

AiProtectionflAdaptive

QoS 15 B e e
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Reset@# R itll I &5 EH2E

fre et

R L<E] FINEE
AR THA AlProtection=E g
- #FER ) alREEnERL

3. ZoomEye ¥R &

BH T L AT 2 EH 45 i 2 BT IR T M DAE R DG 3 BRI 7 VE BRI, FRATTARR i i A Y 5 4
DRI P 82 e S Bl 52 S [ AR b % 1 25 2 5 . ZoomEye  Chtttp://www.zoomeye.org) Hi
%, WAFRICLT s

Eites) HE 1S
RT-AC66U 21776
RT-N66U 37156
RT-AC87U 1314
RT-N56U 23974

RT-AC66U, 21776 4, wWl:
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& @ wov. zoomays. orgf search?q=ACEE TRt =host B eN~E | @ &~ @8 <

€& @ wiv. zoomepe. orgfsear ch?g=WEEURLZhost BEENR~E |® &~ [®-a% covp

Country

RT-AC87U, 1314/, WA
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€ wirw. Zoemeye. or g/ sear chP o= ACGTIAL=host

EEeN e C|® & [W-EFEc

B 104.54.225175 %

Country

RT-N56U, 23974/, A

& wiw. Toomeye. org! search? g=HEAlEt=host

®
®
=

1. (0.079 )

B 1045214549

Country

B 104.52.14552 %

& —F 14,

A R S E Bl L RO R R AR BN AR L, BATRR B0 BRE AR L
TFTRCE Bl i 1 % o B 1K), AR IS 2 I BRORAE T S5 o BTCL, s U 38 IR AR T 4

fil it 1 2% R 5t
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4. HEXHFIFERE

1. http://www.freebuf.com/news/56074.html

2. https://github.com/jduck/asus-cmd

3. https://github.com/RMerl/asuswrt-merlin

4. http://www.asus.com.cn/Networking/RTAC68U/HelpDesk Download/
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